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Securing Software and Applications
 Information systems in an organization contain various Microsoft applications that are important in carrying out multiple tasks that are critical to the organization. The information carried and processed by these applications are very crucial as they are used for the day to day operations of the business and also for future reference (Morten, 2015). Therefore, it is very important to secure Microsoft applications in order to protect the organization from losing critical information that is necessary for the undertaking of business activities. To do this, the organization has to formulate appropriate strategies through the information technology department that will be essential in beefing up the Microsoft applications and thus protecting the organization's data. Organizations use various Microsoft Office applications such as Microsoft Word, Microsoft Excel, Microsoft PowerPoint and Microsoft Access among others to process information and these Microsoft applications can be secured through techniques such as tooling, Black Box Security Audit and White Box Security Review.
Microsoft Applications
Microsoft applications refer to the tools or applications that are found in the Microsoft system and which are crucial in the undertaking of activities through the computer system (Richardson & Thies, 2015). They are the applications that are used in the processing of documents and also in analyzing various figures. Microsoft applications include things such as Microsoft word, Excel, PowerPoint, Access, Project and Publisher.
Microsoft Word
This is a Microsoft application that provides tools that are important in the creation and sharing of professional word documents (Richardson & Thies, 2015). The application deal with processing documents through the word program that is to be shared to other people or kept for personal use. It is important to the organization as it enables the sending of crucial documents from one point to another and thus keeping the operation of the organization moving
Microsoft Excel
This is one of the Microsoft applications that is critical in the analyzing of figures. The application has been developed in such a way that ensures it provides various tools that are to be used in the process of creating spreadsheets, charts and graphs (Richardson & Thies, 2015).  This is an important application as it helps the organization to analyze the financial aspect of the business through the use of tables and graphs and thus know how the business is performing.
Microsoft PowerPoint
This is another Microsoft application that is used in the presentation of reports or crucial information to the stakeholders of the organization (Richardson & Thies, 2015). The application uses some form of slide technique in which the information is normally presented on a projector in a motion way as the person presenting the information narrates what is in each slide. The information reflected is put in point form which enables the members to analyze what the report is all about quickly. This is a rather faster and easy way for the members of the organization to go through the information as compared to going through the whole report on paper.
Microsoft Access
This is a Microsoft application that normally acts as an information management tool. This application helps the organization to store information that is to be used reporting, analysis and also reference (Richardson & Thies, 2015). Microsoft access is important as it assists the organization to analyze information that is considered relatively large and which may take a lot of time for one to go through. This ensures that the information is analyzed in a short time and also in an efficient way. The organization is, therefore, able to retrieve this information and use it for decision making and other activities related to the organization.
How to Secure Applications
The information contained in the Microsoft applications is critical and thus, there is a need to secure the applications to protect the organization from losing information that it relies on (Richardson & Thies, 2015). This can be done in several ways.
Use of Software
[bookmark: _GoBack]The organization can secure its application by the use of software that can detect and prevent the applications from losing critical information (Chen et al., 2019). The software is installed in the computer system and performs regular checks that are intended to detect any form of threat that may face the application. This is a crucial thing as it will be able to immediately detect whenever there is a threat and thus deal with it urgently. This protects the application from crashing and thus save the information that is contained in the applications.
Use of Admin Accounts
This is also another important way of securing the Microsoft applications that the organization has. It is important for the organization to develop admin accounts that are to be used only by specific people in the organization. These people are the ones who are authorized to carry out functions using Microsoft applications. They can log into the applications and thus carry out their functions after which they shut it down to prevent unauthorized persons from accessing the information (Chen et al., 2019). The process of using admin accounts is very critical as the information contained in the application is only known by the person operating the account and any loss of information can be easily traced to him. The organization is, therefore, able to secure its applications and the information contained therein and this saves the organization from suffering huge losses that are normally associated with the loss of critical information.
Multifactor Authentication
It is also important to set up different levels of authentication before one can be able to access the application. The setting up of different authentication involves coming up with several login details that are crucial in confirming the authenticity of the person trying to log in to the application (Chen et al., 2019). This may include the use of more than one account or even the use of the information technology manager to grant access to the application. This prevents people who may have gotten access to the login details illegally to tamper with organization data and thus protect the organization data from being accessed by unauthorized people.
Techniques used in Securing Application
Organizations have come up with various techniques that are critical in the process of securing their applications. They are high-level techniques that are designed to lock out any person that is not authorized to access the applications and thus protect the organization's data. (Morten, 2015). The three important techniques include:
Tooling
This is a technique that involves the use of automated tools to detect the security flaws that may be present in the application. (Morten, 2015). The tools are remote controlled and check the security of the application at regular intervals to determine if there is any form of threat. This is important as it carries out the check without having to be commanded and thus is more efficient
Black Box Security Audit
This is a technique that analyzes the security of an application through the conducting of vulnerability tests (Morten, 2015). All the important areas of the applications are checked and tested for vulnerabilities to ensure that the system is free from any form of threat. It is an important technique as it ensures that the whole application system is tested and thus prevent the loss of information in the application.
White Box Security Review
This is another technique that involves the review of the source code that is placed in the application to establish if there are any threats to the application (Morten, 2015). The process of checking the security of the application is done manually through the review of the code, and thus, any form of threat is dealt with (Klein et al., 2016). This is also important to the organization as it ensures their information is secure and that they do incur losses as a result of the loss of data.
Conclusion
It is important to review the security systems that are in place for protecting system applications as this ensures that the applications are safe and that the information contained in them is also secure (Chen et al., 2016). This protects against the loss of data that is critical in the running of the organization's activities and also protects it from the losses experienced as a result of losing the data (Klein et al., 2016). The various techniques used in the process of securing applications are also important and organizations should ensure that they formulate more ways of checking the security of the applications to ensure that the organization data is safe.
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